
The IUT list is provided as a marketing service for vendors who have a viable contract with an accredited laboratory for the testing of a cryptographic module. The CMVP does not have detailed
information about the specific cryptographic module or when the test report will be submitted to the CMVP for validation. When the lab submits the test report to the CMVP, the module will
transition from the IUT list to the MIP list. If you would like more information about a specific cryptographic module or its schedule, please contact the vendor.

Cryptographic Module Validation Program
FIPS 140-2 Implementation Under Test List

Module Name Vendor Name IUT Date
Thunder Series Application Delivery Controller TH4430S, TH5630S, and TH6630S A10 Networks, Inc. 06/30/2013
AWS Key Management Service HSM Amazon Web Services, Inc. 02/17/2016
Apple iOS CoreCrypto Kernel Module v7.0 Apple Inc. 04/29/2016
Apple iOS CoreCrypto Module v7.0 Apple Inc. 04/29/2016
Apple OS X CoreCrypto Kernel Module, v7.0 Apple Inc. 04/29/2016
Apple OS X CoreCrypto Module, v7.0 Apple Inc. 04/29/2016
iDENtear Apply Mobile 08/03/2016
Aruba AP-324, AP-325, AP-228 Wireless Access Points Aruba 12/17/2015
Aruba AP-304, AP-305, AP-314, AP-315, AP-334, and AP-335 Aruba Networks 09/16/2016
Aruba Controllers 7008 and 7280 Aruba Networks 09/16/2016
Aruba IAP-214, IAP-215, IAP-224, IAP-225, IAP-274, IAP-275, RAP-108 and RAP-109 Wireless Access Points with Aruba Instant Firmware Aruba Networks, Inc. 09/22/2016
TransformIT Arxan Technologies 11/13/2014
Attivo Cryptographic Module Attivo Networks, Inc. 01/24/2016
Attivo Cryptographic Provider Attivo Networks, Inc. 02/07/2016
BotSink 2500, 3200 and 5100 Attivo Networks, Inc. 01/24/2016
BotSink ACM Attivo Networks, Inc. 01/24/2016
AutoSolSSL Automation Solutions Inc. 08/05/2016
AutoSol CryptoMod Automation Solutions, Inc 08/05/2016
G430 Media Gateway and G450 Media Gateway Avaya, Inc. 05/06/2016
Aviat Networks Eclipse Cryptographic Module Aviat Networks, Inc. 09/30/2016
BlackBerry OS Cryptographic Library BlackBerry Limited 09/20/2016
Brocade(R) DCX 8510-8 and DCX 8510-4 Backbones, 6510 FC Switch, 6520 FC Switch, and 7840 Extension Switch Brocade Communications Systems, Inc. 08/26/2016
Brocade(R) MLXe(R) Series Ethernet Routers, Brocade(R) NetIron(R) CER 2000 Series Ethernet Routers and Brocade NetIron(R) CES 2000 Series Ethernet
Switches

Brocade Communications Systems, Inc. 09/13/2016

Brocade(R) X68 and X64 Directors, and G620 FC Switch Brocade Communications Systems, Inc. 08/26/2016
CHR Cryptographic Module Bull atos technologies 10/01/2015
Ubuntu Kernel Crypto API Cryptographic Module Canonical Ltd. 05/24/2016
Ubuntu OpenSSH Client Cryptographic Module Canonical Ltd. 05/24/2016
Ubuntu OpenSSH Server Cryptographic Module Canonical Ltd. 05/24/2016
Ubuntu OpenSSL Cryptographic Module Canonical Ltd. 05/24/2016
Ubuntu StrongSwan Cryptographic Module Canonical Ltd. 05/24/2016
Carbon Black Cryptographic Module Carbon Black, Inc. 08/05/2016
CENTRI BitSmart Enterprise Client 2.0 CENTRI Technology 06/03/2015
CENTRI BitSmart Enterprise Server 2.0 CENTRI Technology 06/03/2015
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Security Builder FIPS Module Certicom Corp. 09/20/2016
Check Point Cryptographic Library Check Point Software Technologies Ltd. 10/22/2015
TWNID on Oracle Java Card Platform for Infineon on SLE 78 (SLJ 52GxxyyyzR) Chunghwa Telecom Co., Ltd. 04/23/2016
Ciena 6500 Flex3 WaveLogic 3e OCLD Encryption Module Ciena Corporation 09/20/2016
Cisco Adaptive Security Appliance (ASA) Virtual Cisco System, Inc. 08/30/2016
Cisco ASA Cryptographic Module Cisco System, Inc. 07/25/2016
Cisco Firepower Management Center Virtual (FMCv) Cryptographic Module Cisco System, Inc. 08/08/2016
Cisco FX-OS Cryptographic Module Cisco System, Inc. 11/04/2016
Adaptive Security Appliance Service Module (ASA-SM) Cisco Systems, Inc. 06/24/2016
Cisco 2504 and 8510 Wireless LAN Controllers Cisco Systems, Inc. 05/06/2016
Cisco 5508 Wireless LAN Controller Cisco Systems, Inc. 05/06/2016
Cisco 5520 and 8540 Wireless Controllers Cisco Systems, Inc. 05/06/2016
Cisco Aironet 1532 e/i, 1552 e/i, 1562 e/i/d/ps, 1572 EAC, 1602 e/i, 1702i, 2602 e/i, 2702 e/i, 2802 e/i, 3502 e/i, 3602 e/i/p, 3702 e/i/p, 3802 e/i/p Wireless LAN
Access Points

Cisco Systems, Inc. 05/06/2016

Cisco ASA 5506-X, ASA 5506H-X, ASA 5506W-X, ASA 5508-X, ASA 5512-X, ASA 5515-X, ASA 5516-X, ASA 5525-X, ASA 5545-X, ASA 5555-X,
ASA 5585-X SSP-10, 5585-X SSP-20, 5585-X SSP-40 and 5585-X SSP-60 Adaptive Security Appliances

Cisco Systems, Inc. 06/24/2016

Cisco ASA Firepower Cryptographic Module on the ASA 5506-X, ASA 5506H-X, ASA 5506W-X, ASA 5508-X, ASA 5516-X Adaptive Security
Appliances

Cisco Systems, Inc. 09/13/2016

Cisco ASA Firepower Cryptographic Module on the ASA 5512-X, ASA 5515-X, ASA 5525-X, ASA 5545-X, ASA 5555-X, ASA 5585-X SSP-10, 5585-X
SSP-20, 5585-X SSP-40 and 5585-X SSP-60 Adaptive Security Appliances

Cisco Systems, Inc. 09/13/2016

Cisco Firepower Management Center Cryptographic Module Cisco Systems, Inc. 06/17/2016
Cisco Firepower Next-Generation IPS Virtual (NGIPSv) Cryptographic Module Cisco Systems, Inc. 09/08/2016
Citrix FIPS Cryptographic Module Citrix Systems, Inc. 09/28/2016
CommVault Crypto Library CommVault Systems, Inc. 03/18/2016
Unified Crypto Module Comtech EF Data Corporation 12/22/2015
Cylance Protect Cylance, Inc. 03/03/2016
CryptoCore Cyphort, Inc. 03/08/2016
H350 DataLocker Inc. 09/29/2016
VMAX 12 Gb/s SAS I/O Module with Encryption Dell EMC 08/09/2016
SMA 6200 and SMA 7200 Dell Software, Inc. 06/23/2016
SRA EX6000 and SRA EX7000 Dell Software, Inc. 05/05/2016
SRA EX9000 Dell Software, Inc. 05/05/2016
The Privileged Appliance and Modules (TPAM) Dell Software, Inc. 12/02/2015
Distech Java Cryptographic Module Distech Controls Inc. 10/25/2016
Distech SSL Cryptographic Module Distech Controls Inc. 10/25/2016
DocuSign HSM Appliance DocuSign, Inc. 08/31/2016
Distributed Key Protection Dyadic Security Ltd 11/18/2015
Unity 12Gb/s SAS I/O Module with Encryption EMC Corporation 09/28/2016
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BlackVault HSM Engage Communication, Inc. 10/03/2016
X-Wall MX+ Enova Technology Corporation 11/04/2016
BIG-IP Cryptographic Module F5 Networks, Inc. 03/04/2015
TMM crypto for BIG-IP F5 Networks, Inc. 03/04/2015
Fatpipe Encryption Module FatPipe Inc. 10/30/2015
FireEye PX Series: PX 004S, PX 1004ESS16, PX 1004EXT4, PX 1020ESS16, PX 1020EXT10, PX 1020EXT20, PX 1040EXT20, PX 2004ESS24, PX
2004ESS48, PX 2020ESS24, PX 2020ESS48, PX 2040ESS48

FireEye, Inc. 08/13/2015

FortiAP-320C Fortinet Inc. 08/19/2015
EXP1000 Futurex 03/11/2016
MDS Orbit GE Energy Connections 11/03/2016
SafeNet PCIe Cryptographic Module for SafeNet IS Gemalto 08/10/2016
TOPDLv2.1 Platform with PIVv2.1 applet Gemalto 08/30/2016
Fortress Mesh Points General Dynamics Mission Systems 04/28/2016
RF-7850S Secure Personal Radio Harris Corporation 04/16/2015
Atalla Cryptographic Subsystem (ACS) Hewlett Packard Enterprise 09/16/2016
HPE 10500, 12500, 12900 Series Chassis running Comware 7 Hewlett Packard Enterprise 02/15/2016
HPE 5130EI, 5130HI, 5510HI, 5930 Series Switches running Comware 7 Hewlett Packard Enterprise 02/15/2016
HPE 5700, 5900, 5920 Series Switches running Comware 7 Hewlett Packard Enterprise 02/15/2016
HPE 5900, 5920, 10500, 12500 Series Switches running Comware 7 Hewlett Packard Enterprise 05/19/2016
HPE 7500, 7900, 12900 Series Switches running Comware 7 Hewlett Packard Enterprise 02/15/2016
HPE Enterprise Secure Key Manager Hewlett Packard Enterprise 08/25/2016
HPE MSR 1000, 2000, 3000, 4000 Series Routers running Comware 7 Hewlett Packard Enterprise 02/15/2016
HPE MSR 3012, 3024 AC/PoE Routers running Comware 7 Hewlett Packard Enterprise 04/26/2016
HPE StoreOnce Hewlett Packard Enterprise 10/17/2013
HPE P-Class Smart Array Gen9 RAID Controllers Hewlett Packard Enterprise Development LP 02/01/2016
HP LTO-6 Tape Drive Hewlett-Packard Company 04/03/2015
HPE Aruba 5400r zl2 Switch Series Hewlett-Packard Company 06/28/2016
NonStop Volume Level Encryption (NSVLE) Hewlett-Packard Development Company, L.P. 09/01/2016
CM2 High Density Devices AS 08/04/2015
Huawei AR Series Routers Huawei Technologies Co. 10/04/2016
Huawei S Series Campus Switch Huawei Technologies Co. 10/04/2016
Huawei USG 6000 Series Firewalls Huawei Technologies Co. 10/04/2016
Huawei USG 9000 Series Firewalls Huawei Technologies Co. 10/04/2016
Huawei WLAN Series Huawei Technologies Co. 10/04/2016
Hypori ACE Device Hypori 03/30/2015
KVM For IBM z Systems GnuTLS Cryptographic Module IBM Corporation 07/29/2016
KVM For IBM z Systems Kernel Crypto API Cryptographic Module IBM Corporation 07/29/2016
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KVM For IBM z Systems libgcrypt Cryptographic Module IBM Corporation 07/29/2016
KVM For IBM z Systems NSS Cryptographic Module IBM Corporation 07/29/2016
KVM For IBM z Systems OpenSSH Server Cryptographic Module IBM Corporation 07/29/2016
KVM For IBM z Systems OpenSSL Cryptographic Module IBM Corporation 07/29/2016
IBM(R) z/OS(R) Version 2 Release 1 System SSL Cryptographic Module IBM Systems & Technology Group 02/22/2016
IBM LTO Generation 7 Encrypting Tape Drive IBM(R) Corporation 11/12/2015
IBM 4767 Cryptographic Coprocessor Security Module IBM® Corporation 03/05/2015
Trusted Platform Module 2.0 SLB 9660 / SLB 9665 / SLB 9670 Infineon Technologies, AG 04/08/2016
ISC Cryptographic Development Kit (CDK) Information Security Corporation 10/17/2016
INTEGRITY Security Services High Assurance Embedded Cryptographic Toolkit INTEGRITY Security Services 11/10/2016
McAfee OpenSSL Cryptographic Module Intel Corporation 11/03/2016
Net Tool Optimizer (NTO) 7303 Ixia 05/05/2016
Vision ONE Ixia 05/05/2016
EX2300 and 3400 Ethernet Switch Juniper Networks, Inc. 07/14/2016
Juniper Networks SRX100, SRX110, SRX210, SRX220, SRX240, SRX550, and SRX650 Services Gateways; JUNOS-FIPS 12.3X48 Juniper Networks, Inc. 11/15/2016
Juniper Networks SRX1400, SRX3400, and SRX3600 Services Gateways; JUNOS-FIPS 12.3X48 Juniper Networks, Inc. 11/15/2016
Juniper Networks SRX1500 Service Gateway Juniper Networks, Inc. 11/03/2016
Juniper Networks SRX300, SRX320, SRX340, SRX345, and SRX550M Services Gateways Juniper Networks, Inc. 07/14/2016
Juniper Networks SRX5400, SRX5600, and SRX5800 Services Gateways; JUNOS-FIPS 12.3X48 Juniper Networks, Inc. 11/15/2016
Juniper Networks vSRX Service Gateway Juniper Networks, Inc. 11/04/2016
Lenovo Kernel Crypto API Library A for System x Lenovo Group Limited 05/19/2015
Lenovo Kernel Crypto API Library B for System x Lenovo Group Limited 05/19/2015
Lenovo OpenSSL Library for System x Lenovo Group Limited 05/19/2015
BitLocker(R) Windows OS Loader (winload) in Microsoft Windows 10, Windows 10 Pro, Windows 10 Enterprise, Windows 10 Enterprise LTSB, Windows
10 Mobile, Windows Server 2016 Standard, Windows Server 2016 Datacenter, Windows Storage Server 2016

Microsoft Corporation 10/27/2016

BitLocker(R) Windows Resume (winresume) in Microsoft Windows 10, Windows 10 Pro, Windows 10 Enterprise, Windows 10 Enterprise LTSB, Windows
Server 2016 Standard, Windows Server 2016 Datacenter, Windows Storage Server 2016

Microsoft Corporation 10/27/2016

BitLocker® Dump Filter (dumpfve.sys) in Microsoft Windows 10 Pro, Windows 10 Enterprise, Windows 10 Enterprise LTSB, Windows 10 Mobile,
Windows Server 2016 Standard, Windows Server 2016 Datacenter, Windows Storage Server 2016

Microsoft Corporation 10/27/2016

Boot Manager in Microsoft Windows 10, Windows 10 Pro, Windows 10 Enterprise, Windows 10 Enterprise LTSB, Windows 10 Mobile, Windows Server
2016 Standard, Windows Server 2016 Datacenter, Windows Storage Server 2016

Microsoft Corporation 10/27/2016

Code Integrity (ci.dll) in Microsoft Windows 10, Windows 10 Pro, Windows 10 Enterprise, Windows 10 Enterprise LTSB, Windows 10 Mobile, Windows
Server 2016 Standard, Windows Server 2016 Datacenter, Windows Storage Server 2016

Microsoft Corporation 10/27/2016

Cryptographic Primitives Library (bcryptprimitives.dll and ncryptsslp.dll) in Microsoft Windows 10, Windows 10 Pro, Windows 10 Enterprise, Windows 10
Enterprise LTSB, Windows 10 Mobile, Windows Server 2016 Standard, Windows Server 2016 Datacenter, Windows Storage Server 2016

Microsoft Corporation 10/27/2016

Kernel Mode Cryptographic Primitives Library (cng.sys) in Microsoft Windows 10, Windows 10 Pro, Windows 10 Enterprise, Windows 10 Enterprise LTSB,
Windows 10 Mobile, Windows Server 2016 Standard, Windows Server 2016 Datacenter, Windows Storage Server 2016

Microsoft Corporation 10/27/2016

Secure Kernel Code Integrity (skci.dll) in Microsoft Windows 10 Pro, Windows 10 Enterprise, Windows 10 Enterprise LTSB, Windows Server 2016 Standard,
Windows Server 2016 Datacenter, Windows Storage Server 2016

Microsoft Corporation 10/27/2016
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NetApp CryptoMod NetApp, Inc. 10/10/2016
Network Services Gateway (NSG) Cryptographic Module Nuage Networks 11/09/2016
Network Services Gateway (NSG) Hybrid Cryptographic Module Nuage Networks 11/09/2016
Virtualized Services Directory (VSD) Cryptographic Module Nuage Networks 11/09/2016
Virtualized Services Gateway (VSG) and Virtualized Services Controller (VSC) Cryptographic Module Nuage Networks 11/09/2016
Acme Packet 1100 and Acme Packet 3900 Oracle Corporation 01/05/2016
Acme Packet 4600 Oracle Corporation 01/05/2016
Acme Packet Virtual Machine Edition (VME) Oracle Corporation 01/05/2016
Oracle Key Vault Oracle Corporation 04/20/2016
Persistent Systems Wave Relay Quad Radio Router and Man Portable Unit (Generation 2, Generation 3 Single/Dual, and Generation 4) Persistent Systems, LLC 03/16/2016
Persistent Systems Wave Relay Single, Dual, and Quad Radio Board Persistent Systems, LLC 03/16/2016
Persistent Systems Wave Relay® MPU5 Persistent Systems, LLC 06/27/2016
Pulse Secure Cryptographic Module Pulse Secure, LLC 09/28/2016
Alteon - Application Deliver Controller Series 5208/XX, 6420/XX, 8420/XX Radware Ltd. 06/04/2015
Cryptosec Dekaton Realia Technologies, S.L. 10/08/2015
RSA BSAFE(R) Crypto-C Micro Edition RSA, The Security Division of EMC 09/21/2016
RSA BSAFE(R) Crypto-C Micro Edition RSA, The Security Division of EMC 09/21/2016
Cloudpath Enrollment System Ruckus Wireless, Inc. 08/29/2016
R710, T710 and P300 Access Points Ruckus Wireless, Inc. 08/29/2016
SmartZone 100 (SZ-100) Ruckus Wireless, Inc. 08/29/2016
Virtual Smart Zone (vSZ) Ruckus Wireless, Inc. 08/29/2016
Virtual SmartZone - Data Plane (vSZ-D) Ruckus Wireless, Inc. 08/29/2016
SDR Cryptographic Module Satcom Direct 09/29/2016
RUGGEDCOM Ethernet Switches and RUGGEDCOM Serial Device Server Siemens Canada Ltd. 07/22/2016
Silver Peak Edge Connect EC-XS, EC-M, EC-XL Silver Peak Systems, Inc. 09/29/2016
SimpliVity OmniStack Crypto Library SimpliVity Corporation 08/29/2016
Sophos Firewall OS Sophos Ltd. 02/26/2016
Sophos Firewall OS virtual appliance Sophos Ltd. 02/26/2016
SPYCOS 3.0 microSDHC(TM) TrustedFlash Module SPYRUS, Inc. 07/06/2016
Trusted Platform Module (1.2&2.0) ST33TPHF2ESPI & ST33TPHF2EI2C ST Microelectronics (Protonworld) 09/06/2016
Trusted Platform Module (2.0) ST33TPHF20SPI & ST33TPHF20I2C ST Microelectronics (Protonworld) 09/06/2016
Advance Secure Gateway (ASG) S400-20, S400-30, S400-40, S500-10, S500-20 v6.7.2 Symantec Corporation 09/20/2016
CAS (S400, S500) v2.1 Symantec Corporation 08/30/2016
ProxySG (ASG) S400-20, S400-30, S400-40, S500-10, S500-20, Version 6.7.2 Symantec Corporation 10/30/2016
Security Analytics (S500-CM, S500-SX, S500-EX) v7.2 Symantec Corporation 08/12/2016
Symantec Messaging Gateway Cryptographic Module Symantec Corporation 01/05/2016
TCS Galatea 2 Serial ATA (SATA) Solid State Drive (SSD) TeleCommunication Systems (TCS) 01/08/2015
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nShield Solo XC F2 Thales e-Security Inc. 10/06/2016
nShield Solo XC F3 [1] and nShield Solo XC F3 for nShield Connect XC [2] Thales e-Security Inc. 10/06/2016
nShield Solo XC F3 [1] and nShield Solo XC F3 for nShield Connect XC [2] Thales e-Security Inc. 10/06/2016
nToken Thales e-Security Inc. 09/29/2016
Vaultive Cryptographic Module Vaultive, Inc. 04/28/2015
VeloCloud Cryptographic Security Module VeloCloud Networks Inc. 04/28/2015
Viptela Cryptographic Module Viptela, Inc. 04/03/2015
VMware NSX Kernel Cryptographic Module VMware, Inc. 07/15/2016
VMware OpenSSL FIPS Object Module VMware, Inc. 09/19/2016
Vormetric Application Encryption Module Vormetric, Inc. 09/06/2016
C Crypto Module v2.0 Websense 04/07/2015
Xirrus XD Series Wi-Fi Products Xirrus, Inc. 07/05/2016
Xirrus XR Series Wi-Fi Products Xirrus, Inc. 05/25/2016
XTec Cryptographic Module XTec, Inc. 05/08/2015
YubiKey 4 Yubico, Inc. 05/26/2016
Zebra Castle Zebra Technologies Corporation 10/11/2016
Zebra OpenSSL Zebra Technologies Corporation 06/03/2016

Displayed: 188
Not Displayed: 20

Total: 208

Cryptographic Module Validation Program
FIPS 140-2 Implementation Under Test List

Module Name Vendor Name IUT Date

NIST CMVP 6 of 6 Updated: 11/16/2016


	Cryptographic Module Validation Program FIPS 140-2 Implementation Under Test List

